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= Plist or SQLite or binary

MyApp.app

e x  Document
Lirary x Library

x Preferences
= Caches

x Background Screenshot

» KeyChain




 iFile / iTools / iFunbox

* Hex Viewer

- Plist Viewer
 SQLite Viewer
- Clutch + IDA
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iFunBox

* , em—r— - root@192.168.2.2"'s password:
’ Sl tds — Leo-de-iPhone:~ root#

Go Up Level #MacEH HEHFIMac ZREAER Current Device Leo-de-iPhone:~ root#

] Leo-de-iPhone:~ root#

x - 2y 2 Leo-de-iPhone:~ root#

' - gtnin : Leo-de-iPhone:~ root#

- : Leo-de-iPhone:~ root#
tw.gov.npa.110APP.plist

2
D % P.::ﬂ I @ @ @] E Eri : ['\X;? { P tw.gov.npa.110APP.plist ) No Selection

[-l'.'latabase Structure | Browse Data = Execute SQL | Type Value
Dictionary (43 items)

Name Object | Type | Schema

Qlite Browser Plist Viewer

® O O 7 Freeway1968HD

- E }< .D - s Hex Q~ Text search

Save Copy Cut Paste Undo Redo Go To Offset Find (Text search)

poo0® CA FE BA BE |00 00 00 02 00 00 00 ©OC 00|00 05 F3
pool7 Do 00 00 00 |OE 00 00 00 | 0C 00 00 00 F3 D0 00 00
DOO2E 00 OFE 00 00|00 00 00 00 00 00 00 0O 00 00 00 00
poo4S 00 00 00 00|00 00 00 00|00 00 00 VO 00 00 00 00
pooSC 00 00 00 00|00 00 00 00 00 00 00 VO 00 00 00 00
D073 00 00 00 00|00 00 00 00 00 00 00 VO 00 00 00 00
DOOBA 00 00 00 00|00 00 00 00 00 00 00 0O 00 00 00 00
POOALl 00 00 00 00|00 00 00 00 00 00 00 0O 00 00 00 00
POOBS 00 00 00 00|00 00 V0 00 00 00 00 0O 00 |00 00 00
DOOCF 00 00 00 00|00 00 00 00 00 00 00 0O 00 00 00 00
POOEG 00 00 00 00|00 00 00 00 00 00 00 VO 00 00 00 00
POOFD 00 00 00 00|00 00 00 00 00 00 00 0O 00 00 00 00
0114 00 00 00 00|00 00 V0 00 00 00 00 0O 00 |00 00 00
PO12B 00 00 00 00|00 00 00 00 00 00 00 VO 00 00 00 00
po142 00 00 00 00|00 00 00 00 00 00 00 0O 00 00 00 00
PO159 00 00 00 00|00 00 V0 00 00 00 00 0O 00 00 00 00
DO170 00 00 00 00|00 00 00 00 00 00 00 0O 00 00 00 00
PO187 00 00 00 00|00 00 V0 00|00 00 00 VO 00 00 00 00
PO19E 00 00 00 00|00 00 00 00 00 00 00 0O 00 00 00 00
PO1BS 00 00 00 00|00 00 00|00 00 00 0O 00 00 00 00
PO1CC 00 00 00 00|00 00 V0 00 00 00 00 0O 00 00 00 00
PATFI 00 00 00 0N 100 00 A0 0N 10 N 0N AA o000 o0 0N

ype Value

B bit signed 1%

==, Hex Viewer

16 bit signed

A hit 11nc

ex Little Endian Insert ASCII Offset: 0  Selection: 0




gidb Features

Simplified pentesting setup
o Setup port forwarding
o Certificate management
iOS log viewer
Screen shot utility
o Simplifies testing for the creation of backgrounding screenshots
App-related functions
o App binary
= Download
= List imported libraries
= Check for encryption, ASLR, stack canaries
= Decrypt and download an app binary (requires dumpdecrypted)
o Launch an app
o View app details such as name, bundleid, and Info.plist file.
Inter-Process Communication
o URL Handlers
= List URL handlers
= Invoke and fuzz URL handlers
o Pasteboard monitor
Analyze local file storage
o Search for, download, and view plist files

o Search for, download, and view sqlite databases
o Search for, download, and view local caches ( Cache.db )
o File system browser

Install utilities on iDevices

o Install iOS SSL killswitch
. o alpha: Compile and install dumpdecrypted
Alpha:
o Cycript console
o Snoop-It integration

https://github.com/dmayer/idb
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Burp Intruder Repeater Window Help

Target ' Proxy [ Spider 1 Scanner 1 Intruder | Repeater | Sequencer | Decoder | Comparer 1 Options | Alerts |

| Intercept | History J Options |

Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use
one of the listeners as its proxy server.

Add Running Interface Invisible Redirect Certificate

v *:8080 Per-host
Edit

Remove

Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.
o Intercept requests based on the following rules

Add Enabled Operator Match type Relationship Condition

v File extension Does not match (AgifS|ApgS|ApngSiAacssSiAjsS|Aic...
Edit Or Request Contains parameters
Or HTTP method Does not match (get|post)

Remove
And URL Is in target scope

Up

Down

o Automatically update Content-Length header when the request is edited

BT — ] Proxy Server
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i Jan 9, 2013 Jan 9, 2013
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More Details More Details
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Burp Suite Free Edition v1.6
Burp Intruder Repeater Window Help

Scanner

Filter: Hiding CSS, image and general binary content

# Method | URL

12 http:/fitsapi.taipei.gov.tw POST
13 http:/ /itsapi.taipei.gov.tw GET
<

/TPBusAPI/ExpoAPI/PostResponse....
/TPBusAPI/ExpoAPI/marquee.aspx...

Request | Response

Raw ‘Params Headers ‘Hex

POST /TPBus
itsapi.t
Connecti
-Encoding: gzip
Content-Ty mul

Yl

Params

@

6.2.1 rv:20140624 (iPhone; iPhone 0S8

"

form-data; name="Sglite";

S0Lite format 3 @

T OO .00

v

0 matches

http:/ /itsapi....ne&Content=ALL
tsapi.taipei.gov.tw/TPB

[ INT S| = SQL v XSS v Encryption ¥ Encoding

= Load URL http://itsapi.taipei.gov.tw/ TPBusAPI/ExpoAPI

ih Split URL /marquee.aspx?phone=iphone&Content=ALL

4 Execute

_|Enable Post data |_| Enable Referrer

NEEF e A BiTAEFE,_B103F8A2HERM A
ERIT/AEFIE ) 3EA - RSB~ 8 - PEBLEBRART
128 /R D 10BR TR &) - RIS EMST - EBARYT
ARBITEER  BEHHEC S BATEHEIKL316ELMATE
A4 FSIRE M (MRS HS), _http//idot.taipei.gov.tw
/ct.asp?xltem=80090296&ctNode=46381&
mp=117003,_|_Android iR EALIFITE EfFHIFIEER A
LTI FHEApp » BIAREFALHFFHEApphRAFE » aJfE
REMRMAAAE - BHEHELAENIETFFEApp & /K
BRE MRS - ___,_,_I_







Monitoring

File system access (print data protection classes)

Keychain access
HTTP(S) connections (NSURLConnection)

Access to sensitive API (address book, photos etc.)
Debug outputs (NSLog)
Tracing App internals (objc_msgSend)

Analysis/Manipulation

Fake hardware identifier (UDID, Wireless MAC, etc.)
Fake location/GPS data

Explore and force display of available ViewController
List custom URL schemes

List available Objective-C classes, objects and methods
Invoke arbitrary methods at runtime

Bypass basic jailbreak detection mechanisms

Other

o Simple installation and configuration

o Easy to use graphical user interface

» Plenty of filter and search options

» Detailed description of the XML-RPC web service interface
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Snoop-it

1.0.8

BUEMHRTE

» E& NESO Security Labs >
; L % =/ n Rli

Snoop-it - Runtime Analysis and

] : *ﬁ iﬂEﬂ ﬂ E.E ;}E ' \ Manipulation of iOS Apps

http:/repo.nesolabs.de/ i Eena

ERBRM
R =] MR
2. 3= snoop-it Dy

@ ‘/f 7 § éq PR



http://repo.nesolabs.de/

Applications

Injection

Apps to Analyze:

(I8

1. ;EI_E_ *E o ﬁ *ﬁ E’\J app B scicct system/Cydia Apps
2. ARSI B RS E T AT

Select App Store Apps
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Introspy

https://github.com/iS

The Problem

In 2013, assessing the security of iOS applications still involves a lot of manual, time-consuming
tasks - especially when performing a black-box assessment. Without access to source code, a
comprehensive review of these application currently requires in-depth knowledge of various
APIls and the ability to use relatively complex, generic tools such as Cycript, or Mobile Substrate -
or just jump straight into the debugger.

To simplify this process, we are releasing Introspy - an open-source security profiler for iOS.
Introspy is designed to help penetration testers understand what an application does at runtime.

How Introspy works

The tool comprises two separate components: Introspy-iOS and Introspy-Analyzer.

Introspy-iOS is a tracer that can be installed on a jailbroken iOS device. It will hook security-
sensitive APIs called by a given application, including functions related to cryptography, IPCs,
data storage / protection, networking, and user privacy. The call details are all recorded and
persisted in a SQLite database on the device

This database can then be fed to Introspy-Analyzer, which generates an HTML report displaying
all recorded calls, plus a list of potential vulnerabilities affecting the application.

Tracer

Once installed, Introspy-iOS will store in a SQLite database all calls made by iOS applications to
security-sensitive APlIs.

—CPartners/Introspy-i0OS
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-Be kind to Postgraduated

FYEMHAREAREZERE YW

MR B AFESZ B E?| Bh IR
-Don’'t show the “why do you still here?” look!

. VIR TR ETeEFRE ~

mXIEE S RERFERER

TesmE ~ OK?

-Don't ask the questions about timel!

. BBOFTRAERKERETHR

R IsFEKIREGOF8 MR
AR TME.

-Don't talk about their Boss!!!

. B RFTRERITHBIRA

REeF » AR EREE /4t
MXERT!

-Don'ttellthem

“Your thesis haven't done yet!”




